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LEXIA: a browser add-on that keeps track of your rights

Team: John Briine, Celestine Lecat, Generoso Longo, Simone Vagnoni, Ludovico Papalia

L

; | 6%,

L
E &"‘.l w
! s Scotiny Docuray
- At € =
to* 2 —_
LR CEN-L

corR 22(3)

06.07.2026 1



University of Bologna

. ALMA MATER STUDIORUM -_
" UNIVERSITA DI BOLOGNA Q&J HYPERMODELEX Department of Legal Studies

Imagine browsing the web...

¥Claude ™ Gmail amazon

. . (@) Instagranm &3 YouTube
@ DeepL redd |1'
o

E
COPIIOt Google Docs

06.07.2026 Al Act Checker (Briine, Lecat, Longo, Papalia, Vagnoni) 2




\/: ALMA MATER STUDIORUM -
UNIVERSITA DI BOLOGNA

J

University of Bologna
7 e :
) HYPERMODELEX . m Department of Legal Studies

K
i
{
{

Problem and Motivation

The EU Al Act grants enforceable rights to citizens affected by Al decisions.

Audience (User persona):
e Citizens may don’t even know they are interacting with an Al system

* Existing tools mainly serve companies (compliance checkers) not affected
individuals

e Digital divide: lower literacy, non-English speakers, and vulnerable groups

- We would like to create a simple tool which tells peope how a service are
affecting their rights
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Goals

1. Connect to existing iniatives —> ToS;DR dataset free

to use

2. Translate important rights and risks from the AKN x
AlA to ontology

AKN-XML
3. Apply the ontology to the ToS dataset;
4. Return a visual semaphore verdict with icon-based
rights/risks summary and article-level citations
(deterministic & traceable) ~
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Dataset ToS (n = 27)

List of companies: Airbnb, Amazon, Anthropic, Apple Services,
Booking.com, Character.Al, Discord, Experian, Facebook, Google, Klarna,
LinkedIn, Microsoft Store, Midjourney, Netflix, OpenAl, PayPal, Perplexity Al,
Reddit, Revolut, Snapchat, Spotify, Synthesia, TikTok, X (Twitter), Uber,
Workday, Inc.

Idea: start with small testset and run whole pipeline locally.

Then extend scraping the ToS and update the evaluation regulary
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Concepts: Risks and Rights

HumanOversight

RightToExplanation

ChatbotDisclosure

Erasure

RightToContest

LodgeComplaint

Right

Right

Right

Right

Right

Right

Art. 14 AIA Systems must allow natural persons to monitor,
interrupt and correct outputs

Art. 86 AIA + Individuals may request a meaningful explanation of
GDPR Art. 22(3) any Al decision that significantly affects them.

Art. 50(1) AIA Users must be informed they are interacting with an
Al system.

GDPR Art. 17 Right to be forgotten

GDPR Art. 22(3) Individuals may contest decisions based solely on
automated processing and obtain human review.

Art. 85 AIA Individuals and organisations may lodge complaints
about Al systems with national authorities.

Al Act Checker (Briine, Lecat, Longo, Papalia, Vagnoni) 6



\ ALMA MATER STUDIORUM

University of Bologna
UNIVERSITA DI BOLOGNA

Department of Legal Studies

7
?,! HYPERMODELEX

Concepts: Risks and Rights

SocialScoring Risk Art. 5(1)(c) AIA Al that evaluates persons based on social
behaviour.

Profiling Risk Art. 5(1)(d) AIA Predictive risk assessments of individuals for
criminal offences based solely on profiling.

FacialRecognition Risk Art. 5(1)(h) AIA Real-time remote biometric identification in

publicly accessible spaces for law enforcement.
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Example ChatbotDisclosure granted :

B
EU Al Act
B Midjourney R e
Comtramion
Midjourney EU AIA Art. 50(1)

“Providers shall ensure that Al systems
intelligence system based on user queries. intended to interact directly with natural

This is new technology and it does not always persons are designed and developed in such
work as expected.” a way that the natural persons concerned
are informed that they are interacting with

an Al system (...).”

“the Assets are generated by an artificial
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Our approach/Methodology

LEXIA System Architecture & Data Flow

Layer 1: Machine-Readable

Knowledge Base
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Layer 2: XAl Extraction Bridge

( Input: Domain URL )

\

Layer 3: Human-Readable
Browser Output
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LEXIA System Architecture & Data Flow
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Concept Icons (in progress)
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Mapped to:

- Risks

- Rights

- Subjects (natural persons)

06.07.2026 Al Act Checker (Briine, Lecat, Longo, Papalia, Vagnoni) 12



\ ALMA MATER STUDIORUM g

3

71 HYPERMODELEX

L

UNIVERSITA DI BOLOGNA

4

University of Bologna
Department of Legal Studies

06.07.2026

Demo time!

Switching to live demo

Al Act Checker (Briine, Lecat, Longo, Papalia, Vagnoni)

13



[;]

University of Bologna

) ALMA MATER STUDIORUM g
' Department of Legal Studies

) UNIVERSITA DI BOLOGNA ) HYPERMODELEX

Lt

J

4

Challenges

* Risk practices (SocialScoring, FacialRecognition) are almost never mentioned in
ToS;

* Exceptions (different use cases)
* The Al Act considers some exceptions
 Example: Art. 50(1) also states, that providers don’t have to disclosure Al if its

ObVl OUS (“..unless this is obvious from the point of view of a natural person who is reasonably well-informed, observant and
circumspect, taking into account the circumstances and the context of use.”)

06.07.2026 Al Act Checker (Briine, Lecat, Longo, Papalia, Vagnoni) 14



ALMA MATER STUDIORUM

_ e n University of Bologna
UNIVERSITA DI BOLOGNA

Department of Legal Studies

ﬁ; HYPERMODELEX
X

Euopem Reseweh Counct_ CO-funded by
ety ou o the European Union

@ https://github.com/glongo01/LEGALDESIGNHACKATHON2026
[ requirements.txt Add L — EU Al Act | on 41 minu
HTML 36.8 Python 26.29%
TypeScript 15.7%
® JavaScript 15.4¢ CSS 5.6%
® Shell 0.3

] README V4

LEXIA — EU Al Act Rights Checker Suggested workflows

B: on your tec

LEXIA is a browser extension that checks websites for EU Al Act compliance and explains citizens' rights in plain
language. It works like Creative Commons for Al regulation: three layers — machine-readable Knowledge Graph,
LLM-powered extraction, and a human-readable popup — all linked by traceable references back to the actual legal
text.

SLSA Generic Configure
generator

The extension reads a platform's Terms of Service, maps it against the EU Al Act (2024/1689) and GDPR

(2016/679) using Azure OpenAl, and shows a traffic-light semaphore with per-right and per-risk cards. Every G Python package
finding links to the exact AKN article paragraph in EUR-Lex. A child-friendly mode simplifies the language for

younger users, with Lex the robot mascot guiding them through their rights.

Configure

Architecture

° Webpack Configure

Build oject with npm

Browser Extension (popup.html / popup.js)
| chrome.storage.local

background.js —— GET /api/site/{domain} — Flask API (port 5050)

backend/data/platforms/{domain}.json

run_pipeline.py

tos_scraper tos_extractor
(ToSDR API / (Azure OpenAI
web scrape) gpt-40)

wikidata_client concept_akn_mapping.j
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