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3 Making Article 5 understandable. Verifiable. Actionable.

1 KP Al Act Prohibitions Checker Motivation: Why does this matter?
e

Imagine the following situation...

Is this legal?

66 A school uses Al . ‘l ‘ éIé

to detect students’ e ‘
emotions during class.
& D

EMOTION ANALYSIS

Neutral @

Happy

Which rights
are affected?

Which Al Act
article applies?

Sad

Stress

Our tool answers these questions.




Al Act Prohibitions Checker User profiles: who the checker serves
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stupenT € % CHILDT (5

o TEENAGER @
- Y 613 “| want to learn and G‘; A&
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N é “| want to understand
understand the B8
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Al Act concepts.”

when Al is influencing me
. : and how | can stay safe
online.”

WORKER

“l want to know

CITIZEN as

“I want to understand
my rights and how the
Al Act protects me.”

‘—-’
2\ O )

i)

my protections
related to Al at work.”

Y

GOAL

* Understand Al Act rights

« Understand prohibited
Al practices

NEEDS

« Simple explanations
« Visual representations

+ Clear legal guidance

OBSTACLES
» Legal language is complex

» Does not know which
rights apply

OPPORTUNITIES

+ Explainable Al outputs
+ Knowledge graph
visualization

« Easy access to legal
information

Empowering citizens through

clear and understandable legal Al.

@» GOAL
+ Understand workplace

Al protections

+ Know if an Al practice
is prohibited

NEEDS

\ d + Clear information

about rights

+ Practical legal
guidance

OBSTACLES
A + Unaware of Al Act
protections

« Difficulty interpreting
legal texts

‘., OPPORTUNITIES
+ Transparency of
Al systems
+ Easy understanding
of workplace restrictions

« Visual legal explanations

Helping workers understand

Al rules and their rights at work.

GOAL

* Learn Al Act concepts

+ Understand Article 5
prohibitions

NEEDS

« Educational explanations

+ Examples and visual aids

OBSTACLES
« Difficult legal terminology

« Complex legal structure

OPPORTUNITIES
* Interactive learning
* Structured legal knowledge

+ Explainable outputs

Supporting students to explore
and understand Al law.

©

Primary users: citizen; worker, student, child/teenager

GOAL

» Understand Al risks online

* Recognize Al manipulation

« Learn digital rights

NEEDS
+ Simple explanations
* Visual learning materials

+ Real-life examples

OBSTACLES
« Limited legal knowledge

+ Difficulty understanding
regulations

+ Easily influenced by
online systems

OPPORTUNITIES

+ Interactive guidance

+ Child-friendly explanations
* Visual legal pathways

Helping young people understand

their digital rights and stay safe
| inthe Al era.
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Al Act Prohibitions Checker The prOblem we solved

Making Article 5 understandable. Verifiable. Actionable.
Citizens Lawyers Machines
Don't know which Al practices Need traceable legal reasoning. Need structured and queryable
are prohibited. rules.

Article 5 is legally dense: prohibitions are mixed with exceptions,
conditions, safeguards and article references.

Problem Bridge Outcome

taxonomy + RDF rules link facts Explainable legal guidance and

Legal language is complex. to Article 5. rights awareness.
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KP Al Act Prohibitions Checker Legal-semantic architecture
i

AKN Legal Text Taxonomy RDF Rules LLM Semantic Router Visual Output
. hibiti ight . : . .
Article, paragraph and systems ¢ actors ° pro lb% 1on = TIELS = maps citizen scenarios rights cards, article
patagrap Y exceptions — legal P g
oint structure contexts ¢ rights ¢ to taxonomy classes references, explanation
P 8 source Y P
modifiers
© Design principle

iil'

The LLM is not the legal source. It is the semantic router that maps scenarios to the fixed
taxonomy and RDF rules.

Citizen-readable Lawyer-readable Machine-readable
plain language + visuals legal source + reasoning JSON + RDF triples

— — °

AKN preserves legal structure; RDF/OWL preserves legal meaning
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glz Al Act Prohibitions Checker
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System classes

&% Examples

()

Manipulative Al
Emotion Recognition
Biometric Categorisation
Remote Biometric
Identification

Taxonomy: the shared

Actor classes

Examples

Natural Person
Worker

Student
Vulnerable Group
Law Enforcement
Authority
Provider
Deployer

vocabulary

Rights classes

Examples

Cognitive Autonomy
Informed Decision Making
Biometric Privacy

Due Process

Child Protection

Modifiers

Examples:
e Exceptions
e Conditions
e Derogations

The taxonomy defines what the system is allowed to recognize. It
prevents vague legal answers and makes outputs consistent.

Core classes: proh « sys ¢ act * ctx * mod ¢ right * akn
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KP Al Act Prohibitions Checker Example Of RDF Rule
N

RDF rules connect Al practices to legal sources, rights, exceptions, and decisions.

® Example Rule
Untargeted Facial Image Scraping
¥

System Type
Facial Recognition Database Scraper

© &
Affected Rights
« Biometric Privacy

« Data Protection

LI& N Legal Source
Article 5(1)(e)
v

%
e

-

Decision
& Prohibited Al Practice

AKN preserves legal structure; RDF/OWL preserves legal meaning
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RULE EXAMPLE

Practice

Emotion Recognition
in Education

System
Emotion Recognition
System

Actor
Student

Context
Education Institution

Exceptions
* Medical Reason
« Safety Reason

Affected Rights
* Emotional Privacy
« Cognitive Privacy

RDF rules: connecting prohibitions to rights

Each prohibition becomes a queryable legal relationship, not a static paragraph

MACHINE ACTION

=

+ affected rights
* legal source

* exceptions

@ SPARQL retrieves:

@ This may affect:

» Emotional Privacy

» Cognitive Privacy

@ Legal Source:

Article 5(1)(f)
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Making Article 5 understandable. Verifiable. Actionable.

o Scenario chatbot e Interactive learning interface

& 0w s Ll

Input

& Input
@ @ Citizen describes a real-world situation

User explores “Prohibited Al Practices”

System System

* Maps scenario to Article 5 prohibitions « Interactive legal cards for each prohibition

I
‘ « Identifies risks and affected rights

« Links to rights, systems, exceptions, safeguards

« Explains legal reasoning with AKN references « Navigates RDF rules and knowledge graph

— o -»

Outputs x Outputs

» Citizen-readable explanation ol » Passive learning and legal awareness
» Lawyer-readable article mapping » Visual legal design and connections
* Machine-readable JSON/RDF « Knowledge graph exploration

i
‘ e Active use: ask a scenario l o Passive use: explore the map
\

®

A chatbot for “my scenario” + an interface for “teach me the law”



LLM portal: scenario — explainable rights map

- .
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Citizen input Semantic router Structured output

Potential prohibition: Emotion Recognition in Education

“My school uses Al to detect N Maps scenario to taxonomy classes
students’ emotions during class.” and RDF rules. Legal source: Art. 5(1)(f)
Rights: emotional privacy + cognitive privacy
= 1. Citizen-readable 2. Lawyer-readable 3. Machine-readable
;v Plain-language explanation V' Legal source v/ JSON output
v Affected rights V' Article reference v RDF classes
v Risk warning v Exceptions v/ SPARQL-ready graph
v Next actions v Traceable reasoning v Reusable data

The chatbot explains potential prohibitions without replacing legal advice
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Al Act Prohibitions Checker System Demonstration

Making Article 5 understandable. Verifiable. Actionable.

LEGAL DESIGN f CIVIC-TECH RESEARCH PROTOTYPE

Al Act Prohibitions
Checker

A traceable, ontology-assisted approach to evaluate whether an Al system is prohibited under the Al
Act,

BOUNDARY

Discussion and education only, Mot legal
advice, Mot compliance certification,

Input text AKN source law Article 5 RDF Element status

GUIDED FACT COLLECTIOMN

Guided fact collection
Describe the Al systern. | will run the deterministic Article 5 checker and aszk only for missing facual details
when the ontelogy needs more evidence,

Scenario facts sent to the deterministic checker

A public authority wants to use an Al system to assign social scores to citizens over time based on sodial behaviour and
predicted personality characteristics, The score may lead to detrimental treatment when pecple apply for public services.

| chowse Fie |po fie chosen U use LLM for context suggestions and wording Reset guided facts

Traceable JSOM

ARTICLE 5 FROHIBITIONS
DORIGINAL ARTICLE 5

18 Harmful subliminal influence

1B Harmful deceptive manipulation

2 Exploitation of age, disability or
socio-econamic wulnerability

3 Detrimental social scoring

4 Criminal tisk prediction based
solely on profiling

5 Untargeted facial image scraping
BA  Emotion recognition inwaorkplace
6B Emation recognition in education

7 Sensitive biometric categarisation

8  Resktime remote biometric

identification in public spaces for law

enfarcement

AMENDED ARTICLE 5

9A  Intended scalable non-
consensual intimate deepfake
generator

98 Intended scalable non-
consensual intimate deepfake
manipulator

10A Intended scalable child sexual
abuse material generator

Demo available at:

https://ai-act.democracyroutes.com

The chatbot explains potential prohibitions without replacing legal advice

Expected outputs

v Potential prohibition
v Affected rights
v Legal source

v Explainable reasoning
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EXCEPTIONS &
SAFEGUARDS

Art. 5(1)(d)
Objective and
verifiable facts
Art, S()()

Medical or
% Sy et

Art.5(1)(g)
Lawfully acquired
@ datasets
Law enforcement

'
& s 'A/ Art. 5(1)(d)

categorisation

{ d Art. 5(1)(h)
Law enforcement

use only if
strictly necessary for:
« Victim search
« Terrorist threats
« Serious crimes

[ Art. 5(2)

Necessity & proportionaliy
FRIA (Art. 27)

EUD rgiarion e 47
Temporal, geographic
& personal limits.

Art. 5(3)

Prioe authorisation by
jodicial oe independert
dmivistrative shorty
(Notions! rules)

i
!
|
!
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:
|

~ At.50)Urgency | 1
l-““"’“‘ §
¢ Rogatatonwithout | |
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i
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'

'
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undue delay (max 24h)

v

Interactive interface: click prohibitions, reveal rights

Al ACT (Regulation (EU) 2024/1689)

ARTICLE 5(1) PROHIBITIONS

N

Subliminal / Manipulative |
Techniques s
Art. 5(1)(a)

Exploitation of )
. Vulnerabilities —
\"’ Art. 5(1)(b) \
N

13\ Social Scoring |
Art. 5(1)(c) ‘t a

Criminal Risk Prediction
) (based solely on profiling)

[Exclusion: objective and '\

verifiable facts) J
6 ‘\ Untargeted Facial Image
& Scraping |
v @ /  Art. 5(1)(e)
ST )

-\ Emotion Recognition

‘ﬂ' @' | inWorkplace / Education
89_, / Art. S(1)(7)
S (Exception: medical or
i safety purposes)
Sensitive Biometric
§ \ Categorisation
@ Art. 5(1)(g)

(Exceptions: lawfully acquired
datasets; law enforcement]

"\, Real-Time Remote Biometric
S \ identification in Public Spaces

0° ) (Law Enforcement)
Art. S(1)(h)
[Exceptions & Conditions in

Arts. 5(2)-(N)

RN ovvieus ] g
\ Intimate Deepfakes
) (Non-consensual)
-~ Art. 5(ba)
[Exception: explicit consent;
no increased exposure)

o\ == )
= ) CSAM Generation
'A or Manipulation
’ Art. 5(bb) y

Al SYSTEMS AFFECTED (exampies)

P | &
=

&As & ()

oo Skaink Criinal Rick

System. AsssarmartSystom || e e
o0
o~ %) éa
Real-Time Remote Intimato Deepfake CSAM
Bomotrc 0 System || Geoersor Genarstar

@ AKOMA NTOSO LEGAL TEXT (AKN)
Artlcle 5

o
‘.a CITIZENS

l_._p Article prohibits harmful Al practices &

that threaten individuals and society,
thereby safeguarding fundamental
rights and democratic values.

CITIZENS’ FUNDAMENTAL RIGHTS PROTECTED

s ©

OO

-®

Right to Cognitive Autonomy
Froedom to form and act on At S{1)6)
one’s own decisions

Right to Informed Decision Making
Decisions based on true, Art. S{1Na)
accurate information

Right to Non-Manipulation
Protection from manipulation, Art. 5(1)(a).(6)

deception and undue influence

Right to Fair Treatment
No unjustified or disproportionate | Art. SIe).(¢)
detrimental treatment

Right to Non-Discrimination
Equal treatment regardiess of
social o personal characteristics

At S0XeMg)

Right to Biometric Privacy

Protection of biometric data
and against intrusive surveillance

At S{TNelal)

Right to Emotional Privacy
Protection of emotional data Art. 50K
and inferences

Right to Cognitive Privacy
Protection of mental processes
and inferences.

Art. S(1)(a).(0)

Right to Intimate Consent
Control over intimate content Art. 5(ba)
and personal representation

Right to Sexual Autonomy
Freedom from sexual exploitation Art. 5(ba)
and abuse

Right to Child Protection
Protection of children from sexual | Art. S(bb)
exploitation and abuse

Right to Due Process
Fair procedures in criminal Art. S()(d).(b)
investigations and penalties
Right to Physical Safety
Protection from risks to life At S(1)(b).(h)
W/ and physical integrity
/() Rightto Data Protection e
Protection of personal data (o) bb)
W /" and privacy
~ax\  Right to Fundamental Rights
-» (¥ %) Protection DD
% at ) Ensures allrights are respected
with safeguards
LEGEND AKOMA NTOSO REFERENCE
() Provibited Practice (Ontslogn)  __  rect Prote s
() ome gt
() wigh (onology) weene Conditional Protection . L ’“:7:"'“‘)
() xcaption/ Satoguard Regal ) aoph 2
J Omnibus: (ba)-(bb)

Interaction model

Click central “Prohibited Al Practices” — open prohibition
cards — click a prohibition — reveal rights, systems,
exceptions and AKN source.

Passive learning

Users explore Article 5 visually without needing a scenario.

Explainability

Every card shows why a practice is prohibited and which
rights are protected.

Traceability

Each visual element links back to RDF rules and Akoma
Ntoso provisions.

Website flow: prohibited — prohibitions — related rights — article references



Al Act Prohibitions Checker Visualization of Protected Rights

Making Article 5 understandable. Verifiable. Actionable. ®
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01_cognitive_autonomy.svg 02_informed_decision.svg 03_cognitive_privacy.svg 04_non_manipulation.svg 05_non_discrimination.svg 06_biometric_privacy.svg 07_emotional_privacy.svg 08_intimate_consent.svg

D 2 e
N )
e \
\(D AS S [
2
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09_sexual_autonomy.svg 10_child_protection.svg 11_fair_treatment.svg 12_due_process.svg 13_physical_safety.svg 14_fundamental_rights.svg 15_data_protection.svg

(<]

Each protected right is represented by a dedicated visual card to support legal understanding and navigation.

Website flow: prohibited — prohibitions — related rights — article references
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Making Article 5 understandable. Verifiable. Actionable. o

@ What we built @ Why it matters @ Future work

* User profiles for citizen, worker, student, = Citizens understand Al rights in clear language « Legal expert validation of the ontology

child/teenager » Lawyers can inspect legal reasoning and rules
28 e Article 5 ontology and source references » Connect live AKN fragments and updates
* RDF/OWL rule model « Developers get structured JSON/RDF « Implement SPARQL-backed advanced Ul
* AKN legal-source references for integration

» Build a large scenario test set
* The system supports explainable and benchmark
compliance with Article 5

@ e LLM semantic-router prompt

e Interactive rights/prohibition map e s -
: . » Add multilingual citizen explanations
* Two interfaces: scenario checker ; : :
: : = Visual design turns legal rules into an
and interactive explorer 7 e
$ - . accessible learning journey

e Explainable, traceable and rights-oriented » Explore API and third-party integrations

outputs

» Refine Omnibus amendment layer

il

The project transforms Article 5 of the EU Al Act from dense legal text

Core takeawa
y into a rights-oriented, clickable and machine-readable citizen protection system.

Al Act Prohibitions Checker — final project presentation
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Thank you for your attention
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